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API Workspace Overview

Overview
This document is an introduction and quick access, how-to guide for ( Developer in [ ,

. Companies can use the F API solutions for company-branded digital
applications to embed services and capabilities for their customers. You can create, update, and control
the financial services provided by - your clients under your company branding.
Highlights

Developer includes the following features:

e Create Account—Used to create an account, in the cu.u Developer Workspace. Located in the
top menu area prior to signing intc

e APl explorer—An interactive research tools for technical information, key management, and
credentials. Located in the lower half of the left-side panel.

o Create Workspace—Clients create Developer Workspace(s). The | Developer
Workspace contains the APl keys/Credentials of the Client's company. You can create more
workspace types for other purposes.

o Add API Keys—Clients add API keys to the workspace. The API key and Secret are used to obtain
an access token. You must register with Fiserv as a client before you can create API keys for
Production environment. Then you must get the API keys approved for Fiserv Production
environment. See also, New clients.
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\Pl Workspace Overview

The following graphics show you a visual representation the highlights outlined above.

(@ ¢ [+ Sign out | 88 Workspaces B

I Who we serve » Q Search Catalog Support

™ gz

In the Developer Workspace, Clients can establish two roles with differing capabilities. The two
roles are as follows:

Company Administrator—The Developer Workspace creator is the default Company
Administrator. The Company Administrator is the designated organization representative with all
administrative privileges.

e Manage the 1 Developer Workspace.

e Invite Company Developers.

e Designate secondary Company Administrators.
e Delete; 1 Developer Workspace.

Company Developer—This role type is a subset of the Company Administrators account type with the
following privileges:

e Canview and use Sandbox API Keys created by Company Administrator

e Get access to the Company Production APl Keys created by the Company Administrator.
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. APl Workspace Overview

e Can test APl Keys in the Sandbox environment.

o View/read privileges to the Company API products and features.

Limitations
e The Developer Workspace is not a server endpoint and API keys cannot be staged or tested
directly on the | Developer Workspace.

e Developers must use an independent method, such as Curl or Postman, pointed at the Sandbox
endpoints to test API keys.

Sandbox environment

The sandbox environment is a safe testing ground that isolates code for developers. Clients can mimic
the production environment and create simulated responses. The simulated responses are based on test
cases and data. The sandbox environment is identical to production but points to a simulated API
environment for APl responses.
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: APl Workspace Overview

Workspace and APl keys

This section describes how to set up and use a Developer Workspace.

New clients

As a new client, you must first create a new account and use those credentials to sign intc
) to create a workspace.

Create a new account

2. Enter your information in the Create account pop-up step 1 of 2.

Create account

Step 1 0of 2
First name* Jane

Last name* Dough

Work email* \ test3(

’ o requires the use of a work email.

™

reCAPTCHA

Privacy - Terms

| already have an account. Sign in m

\/ I'm not a robot
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API Workspace Overview

3. Check your work email and copy the Temporary password.

Welcome to |

developers © -

D To @ +test3 10:18 AM
®

If there are problems with how this message is displayed, click here to view it in a web browser.

Hi there,

dCLountL
i K
Click on the button below to complete your account creation with the temporary password:

4. Paste the Temporary password in the Create account step 2 of 2 pop-up.

Create account

Step 2 of 2 \

Temporary password* ZI K

Create password™ \ sssosssses ©)

v Use 9 or more characters
v Use upper and lower case letters (e.g. Ae)

v Use a number (e.g. 1234)

\ v Use a symbol (e.g. | @#8)

Confirm password*® sessssssee 1

I confirm that | have read Fiserv's Privacy Notice and Terms of Use

Didn't receive email? Resend email m
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-PI Workspace Overview [ ]

Create new workspaces

This section assumes that you are continuing from the previous section, Create a new account. The
_ top page options have updated. See graphic below.

1. Inthe upper-right section, select workspaces.

IE% Workspacesl

Catalog Support

_ .


Susan Kraft-Yorke

Susan Kraft-Yorke

Susan Kraft-Yorke

Susan Kraft-Yorke

Susan Kraft-Yorke


API Workspace Overview

A pop-up appears.

2. Select Add a new workspace.

My workspaces Add a new workspace

All you need to know about workspaces

+

Create your very first workspace

A pop-up appears.

Create a new workspace

Workspace name* /
Description”

{ -- Select product v ’

-- Select product

Product” /

Note: When you create a workspace, the steps are the same whether you are creating a workspace as a

new or existing

3. Enter your workspace name and description.

4, From Product choices, selecl - as Product.
5. Review the option selected and click Create.
Congratulations! Your new workspace is ready to use.

6. (Optional) If you want more than one workspace, repeat step 2 through step 4. There is no limit on
the number of workspaces.

11
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Create new API keys
The following steps are for Company Administrators who want to create API keys.
7. From the Workspaces menu bar, select Credentials.

8. Select Add API key.

API Key

Add and manage your API keys.

A pop-up appears.
Add API key
Select API key type
@ Sandbox /
Provides access to a testing environment for developers to experiment and validate
integrations without affecting live data.

O Production
Enables access to the live operational environment for integrating applications with real

_ ;
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_API Workspace Overview -

The following pop-up appears:

Add API key

Set up an APl key

API key name*

My App

Sandbox Account Details

10. Enter your API key name.
11. Select the API features and endpoints you want to test with the Sandbox.

12. Select Add Key.

13
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_API Workspace Overview Sriserv

A success pop-up appears with your information.

API key successfully created

)

« PIN (pending)

« Replacement (pending)
« Transaction (pending)

« Update Status (pending)

13. (Optional) Use the copy options and paste your keys and Host URL into a text file for later use.

14. Check your work email for the subject line,
Workspace”. It contains information about

credentials.

I ‘
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Existing clients

If you have existing API keys and Company Developers, you can migrate your API Keys (apps) tc
Developer Workspace.

Migrate existing APl keys and Company Developers

When the Company Administrator creates a | Developer Workspace, the Company Administrator
must use the same email address used previously to create a new account on Developer Studio.

Create new account and a workspace

1. Inthe upper-right corner, select Create account.

Catalog Support

Note: use the same email address used in as administrator
2. Follow the pop-up directions to sign into your account as an existing Fiserv client.

3. Select Migrate API keys and click next.

Migrate API keys

We've recognized your association with My Company. You have the option to migrate all My
Company API keys to this workspace by checking the checkbox below.
Following the migration, all members of My Company currently in our system will be added

to this workspace. The members must sign in/sign up t to access the
workspace.

For any questions or issues, click here

[ ] Migrate API keys

. e [N

15
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_: API Workspace Overview

Review & Create

Workspace name | My Existing Company Workspace

Description
Pkt I

Migrate API keys Yes

4 .Select Create to confirm.

svoner
My Existing Company Workspace

ForTesting \

2

APl koyls)

A pop-up appears to display your migrated API keys - they now populate your workspace.

View and manage your API keys
1. From the menu bar, select Credentials to see add new or manage your existing API keys.

2. Select Add API key.

API Key

A—
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API Workspace Overview

Appendix

The F

Developer terms

- APl environment defines the following terms as:

Trusted endpoints—I API suites supports communication between two trusted endpoints.

Server—One or more endpoint Servers residing at v datacenters. These servers integrate
with the financial back end.

Client—An application built by any registered company, such as Digital Providers, Account
Processors, Application Service Providers (ASP) or a Financial Institution.

Two-way communication—Mutually authenticated HTTPS traffic for transport security. Clients
must obtain time-limited tokens to make requests.

Developer Workspace— previous API ( Developer portal concept terminology
was referred to as “Company”.

Workspace highlights

The following images highlight Company Administrator common requests and actions.

Review and create the Developer Workspace

Once you set up and are working in a Workspace mode, Workspace page contains the following tabs:

Summary
Credentials
Members

Settings

17
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-: API Workspace Overview

Summary tab

The Summary tab view shows a summary of all you API key(s).

| e

test-1 WS

Activities
test-1WS
Friday, Apr 05, 2024
4:42PM
[Jane Dough] created this workspace.
API key(s)
Get started v

To get started, take a look at our Get Started page.

Credentials tab

Credentials tab allows you view, add, or manage your API keys.

Deve|0per Studio -ho we serve > | Q Search Catalog Support

| Summary

API Key

DATE

-
TYPE STATUS « CREATED DETAILS

Sandbox  Approved -

NAME “

Sandbox all features
View

Add and manage your APl keys. )

18
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_: API Workspace Overview -

Members tab
Members tab allows you to invite, view oredit| ~ users.

| e,

Team Members

Team members can view the company profile and browse through the platform. However, they do not have the ability to
edit the company profile or send messages and requests to other companies.

NAME EMAIL »

e o I <

ROLE « STATUS

Settings tab

Settings tab allows you to view, edit or delete the Workspace name and Description definitions.

— Hhowe sere > | o et Ca‘alog Support
| e

Settings

Workspace name test-1WS

Description test-1 WS

Integrated product

Delete workspace

19
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 Developer navigation

The following images highlight the navigation path fromthe L. 1omepage to -
Developer.

Catalog choices

[+ Sign out 88 Workspaces

@

- Developer API catalog

el e
™~

Solutions >

Regions >

Products v

20
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_ API Workspace Overview

Products v

-Developer landing page

_ Who we serve » | Q Search

[ Active version

Developer

Empower your business with APIs

Security

Increased touchpOims_

_ ’
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